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Abstract
Over the past decade, systems research has leveraged Rust

to build systems that enforce valuable security and isolation

guarantees over user-provided code in extensions. This paper
identifies a common weakness in these Rust-based systems:

extensions, even those that may be considered “safe,” may fail

to uphold the language properties on which these systems

rely. We present case studies where this mismatch breaks

system guarantees and “safe” extensions corrupt kernel state

in RedLeaf [35] and leak private data in Sesame [13]. As

a path forward, we propose tooling to detect possible vi-

olations of system invariants in extension code. An early

prototype static analysis tool suggests that this approach de-

tects guarantee-breaking code with low false-positive rates.

1 Introduction
A longstanding goal in systems research is to enforce se-

curity properties over user-provided applications and ex-

tensions. Traditionally, researchers achieve this by building

mechanisms with substantial complexity or runtime over-

head. Rust offers a promising alternative: extensions written

in Rust have comparable performance to C/C++ code, but

also offers attractive language properties like memory safety.

From these properties, systems can bootstrap simpler en-

forcement mechanisms with lower overhead [3]. Systems

use this approach to isolate kernel components [35, 37, 32,

7] or network and serverless functions without virtualiza-

tion [36, 8], build eBPF alternatives [20, 21], and perform

information flow analysis [11] and control [13, 30, 5]. We

share this excitement, having designed several such systems

ourselves.

A careful investigation of this trend, however, reveals a

flaw. A system achieves its security goals when extensions

maintain its corresponding system invariants. However, we
observe that these invariants are upheld only in a restric-

tive subset of Rust, rather than universally holding in real
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Rust code. This means that Rust-based systems achieve their

goals in that restrictive subset, but cannot confidently extend

their guarantees to much practical Rust code. For example,

RedLeaf [35] is an extensible Rust-based OS whose goal is to

isolate kernel subsystems. RedLeaf’s isolation mechanism re-

stricts how data is shared between subsystems: a subsystem

either takes exclusive ownership of data or receives read-only

access via an immutable reference. The invariant at the heart

of this mechanism is that a subsystem cannot modify data it

only has access to via an immutable reference. This invariant

holds in a subset of the Rust language, but practical Rust code

routinely violates it, e.g., in RefCell, Mutex, or third-party
libraries. A subsystem that idiomatically uses such primi-

tives may inadvertently violate RedLeaf’s invariant, break

its isolation mechanism, and cause unrecoverable corrup-

tion of critical kernel state. We show that many Rust-based

systems have similar invariants, and that the mechanisms

they provide to check these invariants, e.g., lints and marker

traits, are simultaneously too restrictive and too brittle.

The root cause of this flaw is a mismatch between what

research systems need and what Rust actually promises in

practice. While this mismatch is connected to unsafe Rust

code, it is distinct from the widely-studied challenge of find-

ing unsafe code that violates memory safety or causes data

races [25, 31, 26, 29, 14, 2, 24, 41]. It is distinct because the

mismatch also manifests in memory-safe code that meets all

of Rust’s requirements; such code is the focus of this paper.

We call on the research community to build tools that reason

about this mismatch directly. Our preliminary results show a

proof of concept with one such tool, demonstrating that the

community can build Rust-based systems and extend their

guarantees to practical Rust code with confidence.

2 The Gap Between Rust and Systems
Our focus is Rust-based systems that enforce security guaran-

tees over extensions. An extension consists of user-provided

Rust code that the system loads and executes, e.g., a kernel

module, network/serverless function, or application HTTP

endpoint. Extensions often use dependencies like Rust’s stan-

dard library, or third-party serialization or logging libraries.

2.1 What Rust-Based Systems Need
A system achieves its guarantees by relying on system in-
variants that must hold over all extension code. Rust-based
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systems rely on the Rust language and compiler to help them

enforce these invariants, and derive their novelty from this.

For example, RedLeaf [35] isolates kernel subsystems so

that the kernel can recover when a subsystem crashes. It does

so by restricting subsystems to only sharing data that is allo-

cated on a designated shared heap. RedLeaf relies on a crucial

invariant: when a subsystem passes an immutable reference

to shared heap data, the receiving subsystem may only read

but not modify that data. This invariant allows RedLeaf to

recover from a crash in a subsystem, since the crash can

only have corrupted the crashed subsystem’s own data. Sim-

ilarly, several authors of this paper created Sesame [13], a

system that enforces privacy policies in Rust web applica-

tions by wrapping sensitive data in policy containers (PCons).
Sesame’s invariant is that application code can never directly

access the data inside a PCon, such that applications can only

manipulate that data via Sesame’s API.

These systems bootstrap their invariants from properties

that the Rust compiler statically checks. RedLeaf depends

on the Rust compiler to reject code that mutates data on the

shared heap via an immutable reference; Sesame depends

on it to enforce the encapsulation of the private members of

the PCon structure. When these invariants hold throughout

extension code, both systems meet their higher-level goals.

However, the compiler relaxes some of its usual checks for

code marked with the unsafe keyword, to the extent that

system invariants are no longer guaranteed in such code. A

natural approach many systems take is to put unsafe code

out of scope. For example, kernel extensions in RedLeaf are

“restricted to the safe subset of Rust” [35]. The problem is

that such limitations are ambiguous and may restrict the

permissible code so strictly that the system becomes imprac-

tical.

2.2 What Rust Actually Promises
Rust’s central (and only) promise is that valid Rust programs

never exhibit undefined behavior [6]. This is a promise that

implies memory safety and the absence of data races. Rust

achieves this via a two-tier approach. The Rust compiler

statically enforces the absence of undefined behavior for the

bulk of a Rust program, but it suspends this enforcement

in unsafe blocks. There, the responsibility to ensure that

there is no undefined behavior shifts from the compiler to

the developer—possibly assisted by Miri [25], Kani [26], or

other tools [31, 24]. This balances safety and expressivity.

Developers may enclose unsafe blocks without undefined
behavior behind a safe interface. From the perspective of a

caller, safe interfaces that contain unsafe blocks and Rust

functions that lack unsafe code are indistinguishable without

reviewing their source code. This is critical for modularity.

Following standard Rust terminology, we use unsafe to
refer to the syntactic presence of the unsafe keyword, un-
sound to refer to code that may exhibit undefined behavior,

and use safe and sound as their respective counterparts.

Soundness Incidental Properties

safe Compiler-enforced

unsafe

Developer must

manually enforce

Developer allowed

to violate

Figure 1. The compiler enforces soundness and incidental

properties in safe code. Rust obligates developers tomanually

uphold soundness in unsafe code, e.g., using Miri [25]. But

Rust allows idiomatic, widely-accepted unsafe code to intenti-

onally violate incidental properties (shaded; bottom right).

Incidental Properties. Safe Rust programs uphold sound-

ness, but also additional incidental properties (our term, rather

than standard Rust terminology). We define a property as

incidental if it is upheld in entirely safe code, but violating it

does not cause undefined behavior. Three examples are:

1. Encapsulation: private fields of a structure can only be

accessed from inside the defining module.

2. Lifetimes as aliases: aliases of a reference of type &’a
T can be soundly approximated from the lifetime ’a.

3. Immutability of references: given an immutable refer-

ence of type &’a T, all data accessible through the refer-

ence will never mutate during the lifetime ’a.

In safe Rust, the compiler directly enforces encapsulation;

the other two properties follow from the compiler’s borrow

checker rules, e.g., aliasing XOR mutability [28]. Incidental

properties imply a variety of useful system invariants, mak-

ing them an attractive foundation for Rust-based systems.

Sound unsafe code can violate incidental properties to

provide useful functionality or improve performance. For

example, Rust mutexes use unsafe behind a safe interface

and intentionally violate the immutability of references, as

their purpose is to allow mutating aliased data referenced by

multiple threads. Mutexes are sound, since they use atomic

operations and are carefully designed to prevent undefined

behavior and data races. Unsafe code that does not introduce

undefined behavior is sound, regardless of whether or not it

upholds any incidental properties (Figure 1).

2.3 Rust and Rust-Based Systems are Mismatched
Soundness and incidental properties have one thing in com-

mon: the compiler enforces both in globally safe code. How-

ever, while Rust only mandates that unsafe code main-
tains soundness, Rust-based systems often depend on
incidental properties that sound Rust code is under no
obligation to uphold. For Rust-based systems, this makes

safe interfaces particularly dangerous: while a safe interface

is expected to be just as sound as its compiler-checked coun-

terpart, it may not necessarily uphold the same incidental

properties. Consequently, systems cannot assume that an

extension that invokes library code will uphold incidental

properties or any system invariants built on top of them.
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Between a rock and an unsafe place. Given that sound

unsafe code can violate incidental properties, systems today

have two unsatisfactory options for reasoning about unsafe

code in extensions.

The first option is to entirely prohibit an extension from

invoking any unsafe blocks, either directly or in its depen-

dency tree. We refer to this as globally safe code. Rust-based
systems can always achieve their goals over a globally safe

extension, since the compiler enforces all incidental proper-

ties. In practice, however, globally safe Rust code is extremely

rare, since the vast majority of Rust programs invoke unsafe
code in their dependencies.

1
Thus, a system built upon this

assumption may be so restrictive as to be impractical.

The second option is to allow unsafe code, but require

that it must be reasoned about separately, i.e., outsource

the responsibility. Many systems adopt this approach: some

assume unsafe “is confined to trusted libraries,” [3, 8] and

others use lints to forbid unsafe code in the top-level ex-

tension, but not in library code [36, 20]. We refer to this as

locally safe code. §3 shows that this approach is too brittle:

locally safe extensions may nonetheless violate important

incidental properties and inadvertently break the guarantees

systems seek to provide, even when the extensions are sound,

idiomatic, and only use widely-trusted libraries such as std.

The Gap. Developers have access to a variety of conven-

tions, e.g., safety comments [41], and tools, e.g., Miri, to

ensure their unsafe code is sound, and soundness is the cri-

terion that determines whether a function may be a safe

interface. By contrast, there are no “incidental property” in-

terfaces, and developers have no conventions or tools to

reason about them. In order to bridge the gap between Rust

and systems, we propose developing tools that reason about

incidental properties directly (§4).

3 Case Studies
We now show examples of how sound code breaks the guar-

antees of Rust-based systems, including in our own work.

Sesame: Leaking Private Data. Sesame is an end-to-end

privacy policy enforcement system for Rust web applica-

tions, developed by some of this paper’s authors. Applica-

tion developers use Sesame’s API to define privacy poli-

cies and associate them with data, e.g., access control or 𝑘-

anonymity for sensitive data or aggregates. Sesame ensures

policies remain attached to data throughout execution and

checks policies before allowing the application to external-

ize data. Sesame’s central abstraction is the policy container
(PCon<T,P>), which holds two private members: sensitive

data of type T and a policy of type P. If encapsulation (an

incidental property) holds, applications can never directly

access PCon-protected data.

1
A study of the 500 most-used Rust crates found that more than half call

into unsafe code, even after excluding calls into the standard library [16].

1 #[derive(Serialize)]

2 pub struct SubmitForm {

3 username: String,

4 #[serialize_any(String, NoLoggingPolicy)]

5 answer: PCon<String, NoLoggingPolicy>,

6 }

7 // Simplified WebSubmit endpoint.

8 fn submit_homework(request: SubmitForm) {

9 // Logging sensitive data violates privacy policy.

10 println!("{}", serde_json::serialize(&request));

11 SesameDB.insert(request.username, request.answer);

12 }

Figure 2. Application code that inadvertently leaks sensitive

data despite its Sesame policy (line 10). The library macro

(line 4) uses serde-remote and mem::transmute to serialize
answer, violating encapsulation of the PCon type.

Encapsulation is merely an incidental property, and a

locally-safe application may unwittingly break it. This could

happen via unsafe code hidden in a serialization or logging

library, causing an inadvertent data leak. Consider an appli-

cation that wants to serialize instances of a type defined by a

third-party dependency. If the third-party developers fail to

implement the Debug or Serialize trait for that type, the

application code cannot log or serialize it directly [27]. To

work around this common pain point, serde provides the

remote feature [43]: application developers write a custom

“remote type” that tells serde how to access the fields of the

third-party type, acting as a “surrogate” for serialization. The

remote type usually invokes the third-party type’s public

getters. But using unsafe code it can also access fields in

types without getters, e.g., PCon. We built such a library us-

ing serde-remote and std::mem::transmute to serialize

any third-party type regardless of the visibility of its fields.

Figure 2 shows how a developer may use this library to

serialize a SubmitForm struct containing a PCon using the

serialize_any macro (line 4), causing a data leak. A de-

veloper may do this out of confusion or oversight, exactly

the kind of mistake Sesame aims to protect against. Once

SubmitForm implements Serialize, the leak of sensitive

data (line 10) looks like a standard serialization call.

We confirmed that serialize_any allows Sesame’s Web-

Submit example application to log sensitive data, and we

confirmed the code is sound with Miri. We also replicated

the leak using another serialization library [34], and we be-

lieve other libraries may implement similar patterns e.g., for

stack inspection or rewinding after panics.

When we designed Sesame, we—fairly late in the game—

realized the risk of unsafe code in dependencies and included

a protection mechanism: rather than storing the protected

data itself, PCons store a pointer to the sensitive data XORed
with a private constant. With this mechanism in place, seri-

alization shows only the obfuscated address. However, the
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System Goal System Scope Incidental Property Violation

Sesame [13] policy enforcement no “malicious” unsafe code encapsulation data leaks, policy violations

RedLeaf [35]
kernel subsystem

isolation
“restricted to safe Rust“

immutability of

references

no isolation between

subsystems, kernel cannot

recover after crashes

Flowistry [11]
analyzing

information flow
“safe subset of Rust programs” lifetimes + immutability misses existing flows (unsound)

Net-

Bricks [36]

packet isolation

between NFs
no “unsafe pointer arithmetic”

immutability of

references

packet modified after NF sent,

memory bugs

Cocoon [30]
information flow

control
“absence of unsafe Rust”

encapsulation +

immutability
data leakage

Boucher et

al. [8]

serverless function

isolation
“safe Rust” “language isolation”

data leaks between serverless

functions

Rex [20] safe kernel extensions
“safe Rust with selected

features”

lifetimes + “resource

safety”
kernel corruptions and crashes

Figure 3. Example Rust-based systems with their incidental properties and confirmed violations with locally safe extensions.

pointer obfuscation comes at a 2× overhead in Sesame’s mi-

crobenchmarks, and fails to guard against other guarantee-

breaking patterns, e.g., code that swaps the policy with

a more permissive one. Tooling that ensures the absence

of encapsulation-breaking operations on PCons would let

Sesame avoid this overhead and also guard against other

violations that circumvent PCon protections.

RedLeaf: ViolatingKernel Subsystem Isolation. RedLeaf

is an operating system that enforces crash isolation between

kernel subsystems. RedLeaf relies on immutability of refer-
ences when rolling back crashed kernel subsystems. RedLeaf

only allows kernel subsystems to exchange data through a

special shared heap via immutable references or by transfer-

ring ownership. When a subsystem crashes, the rest of the

kernel only needs to clean up data the crashed subsystem

owns, since that is the only data it could have modified.

However, immutability of references is an incidental prop-

erty, and sound Rust may violate it. RedLeaf only has partial

protections against this: it uses an auto trait, RRefable, to
restrict the types that can be shared between subsystems

using the shared heap. Specifically, RRefable disallows shar-
ing raw pointers, but does not exclude interior mutable types

like RefCell. Thus, shared heap data can contain an interior

mutable type, and a subsystem that holds an immutable refer-

ence to that data can mutate it. If the subsystem crashes after

such a mutation, RedLeaf cannot guarantee fault isolation.

We implemented a locally-safe, pluggable scheduler as a

RedLeaf kernel subsystem. RedLeaf cannot guarantee iso-

lation of that scheduler even though it meets RedLeaf’s

shared heap restrictions. The scheduler interface, which se-

lects the next thread to run, takes the list of metadata for

the queued threads as input. Thread metadata is shared be-

tween the scheduler and the kernel because the base kernel

must also be able to modify it, e.g., to create and destroy

threads. We allocate it on the shared heap, and we wrap it in

a RefCell, allowing both the kernel and scheduler to modify

it. RedLeaf’s original scheduler uses RefCell in a similar

manner, although that scheduler is built into the core kernel,

part of the trusted code base, rather than as an isolated sub-

system. If the scheduler crashes after modifying themetadata

via interior mutation—e.g., removing the thread metadata

from the queue—the kernel fails to roll back the change. This

leaves the kernel in an inconsistent state. In the example, it

permanently loses the dequeued thread’s metadata, so that

thread never runs again.

At the heart of the issue is Rust’s core interior mutabil-

ity primitive, UnsafeCell. Its get() and raw_get() meth-

ods are the only sound ways to interior mutate a type [46].

RedLeaf could disallow allocating UnsafeCell on the shared

heap, which would prohibit RefCell and all other interior

mutable types. But this would restrict expressivity: develop-

ers could no longer use common data structures that con-

tain interior mutable types, e.g., doubly-linked lists or ring

buffers, even when subsystems never actually interior mu-

tate them. A less restrictive approach would permit storing

UnsafeCell on the shared heap, but disallow invoking the

get() and raw_get() methods within a subsystem. This

requires tooling beyond Rust’s type system and auto traits.

Other Systems. We confirmed that sound, locally-safe

extensions can break the guarantees of the other systems

listed in Figure 3; we only outline these violations. Code

that violates encapsulation or immutability of references

may leak high-security data to low-security sinks in Co-

coon [30]. Similarly, code that extends lifetimes, e.g., using

mem::transmute, may cause Flowistry [11] to miss informa-

tion flows. Netbricks [36] and Boucher et al. [8] aim to isolate

network and serverless functions, but merely locally-safe
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code may leak references or reuse addresses across func-

tion boundaries, leaking packets or sensitive data. Finally,

Rex [20] is a Rust-based eBPF alternative. To prevent resource

leaks, Rex uses a lint to forbid unsafe code and leak-prone

functions like mem::forget. However, the lint only checks

the top-level extension, so dependencies may still invoke

mem::forget and silently leak resources.

4 Rust-Based Systems Need Better Tooling
Practical systems can neither globally disallow nor ignore

unsafe code. We advocate for better tools that confront un-

safe code directly and reason about system invariants in its

presence.

Property Preservation. Relative to a given incidental

property, a piece of Rust code must be one of the following:

• Unsound: Has undefined behavior and no guarantees.

• Sound but not property-preserving: Has no undefined

behavior, but violates the incidental property in question.

• Property-preserving: Has no undefined behavior and

upholds the incidental property in question.

The Rust compiler ensures that globally safe code preserves

all incidental properties, but even unsafe code may still pre-

serve a given property in practice. Each incidental property

can only be violated by a subset of sound unsafe patterns.

For example, UnsafeCell::get violates immutability of ref-

erences but not encapsulation, while transmute and pointer
arithmetic may violate the latter but not the former.

This bodes well for Rust-based systems: a system can still

provide guarantees over an extension that invokes unsafe

code. For example, a kernel subsystem that is sound and

respects immutability of references meets RedLeaf’s require-

ments, regardless of whether it invokes other unsafe code.

From Incidental Properties to System Invariants. The

precise invariants of many Rust-based systems can be ex-

pressed as a refinement of an incidental property. This refine-

ment scopes the property to specific entities in the extension,

rather than requiring it universally. For example, Sesame

only requires encapsulation over PCons and is unaffected

by applications that break encapsulation of other unrelated

types. Similarly, RedLeaf requires immutability of references

for data on the shared heap and is compatible with a subsys-

tem that interior mutates its own local data, e.g., because it

contains a doubly-linked list. Furthermore, we observe that

many Rust-based systems reuse similar incidental properties

(Figure 3). So, tools can provide a “library” of incidental prop-

erties, each mapped to its corresponding unsafe patterns,

that systems can refer to when describing their invariants.

Threat Model. Most Rust-based systems fall under two

threat models. The first targets cooperative extensions, where
the system trusts extension developers to apply steps to

ensure their extension meets the system invariants. This

includes running compilers or tools that check or transform

their extensions and auditing their outputs diligently. This

model aligns with Sesame, RedLeaf, and other systems [20,

30].

The second targets adversarial extensions, where the sys-
tem itself must ensure that extensions from untrusted de-

velopers meet the system invariants, e.g., before loading or

running an extension. Here, the system needs tooling with

near-perfect precision, as it cannot rely on humans to resolve

ambiguities. The system may also need to detect undefined

behavior with orthogonal tooling. A smaller subset of Rust-

based systems requires this model, e.g., when extensions are

provided by untrusted tenants [36, 8].

Paths Forward. Existing techniques are insufficient, but

provide a foundation for further research. Ad-hoc mecha-

nisms, e.g., lints [36, 20] or runtimemechanisms like Sesame’s

obfuscated pointers, have serious weaknesses (§3). Future

systems may design more reliable custom mechanisms by

leaning on techniques that require explicitly naming the in-

cidental properties that a system depends on. Marker traits
stand out: the unstable Freeze [45, 40] marker trait is a lead-

ing contender in the Rust community for dealing with inte-

riormutability [38, 15]. Freeze is only implemented for types

that do not contain UnsafeCell, so systems can use Freeze
trait bounds to prohibit interior mutability. But Freeze re-
stricts types, rather than behavior. It prohibits passing a type

containing an UnsafeCell even if the code never performs

interior mutation, motivating more precise alternatives.

Some existing techniques reason about the soundness of

unsafe code, and novel approaches may extend them to sys-

tem invariants. Static analysis and auditing tools [2, 47] help

developers find unsound code, including in their dependen-

cies. We propose adapting this approach to help developers

find violations of incidental properties while filtering out the

bulk of irrelevant code to reduce review burden. Formal meth-
ods [31, 26, 1, 14, 24] enable reasoning about the soundness
of unsafe code with strong guarantees, but require signif-

icant developer labor and novel research to reason about

incidental properties and how they interact with system in-

variants. For example, Verus [31] supports reasoning about

UnsafeCell via ghost state, but not transmute. Finally, run-
time mechanisms, e.g., hardware assistance or SFI techniques,
can quarantine unsafe code [4], protect safe objects from

it [33], and recover from [17] or prevent [42, 39] undefined

behavior. With further research, it may be possible to aim

similar mechanisms at incidental property preservation.

To be practical, any approach must be lightweight without

being too restrictive. This requires reasoning at the granular-

ity of system invariants and incorporating system-specific

information to refine and scope the incidental properties.
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5 Static Analysis for System Invariants
We investigate one approach, invariant-targeted static analy-

sis, to help extension developers audit their code for viola-

tions of system invariants. Targeted auditing benefits from

the flexibility of human inspection, but reduces auditor effort

by filtering the code that requires review. To give developers

confidence that an extension maintains the system’s guar-

antees, the auditing tool must be exhaustive, surfacing all

potential violations of the invariant. The challenge is to man-

age audit burden by distinguishing between unsafe code that

is benign and unsafe code that violates the system invariant.

We designed a prototype invariant-targeted auditing tool,

Sniffer, and sketch how system and extension developers

use Sniffer to surface guarantee-breaking code.

Invariant Specifications. Sniffer leverages the fact that

only a subset of sound unsafe code patterns violate each

incidental property. We encoded checks for encapsulation

and immutability of references into our prototype via all

unsafe patterns that may violate them. System developers

specify their system invariants as a combination of what

incidental properties they care about, and if applicable, the

system-provided types over which the property must hold.

Sniffer approximates the code base of an extension as a

call graph, and checks these invariants as assertions over the

reachable function bodies. It identifies reachable paths from

annotated entities to any unsafe operations that may violate

the specified incidental property. The absence of such paths

indicates that the extension upholds the system invariant.

Using Sniffer. System developers first provide an invariant

specification for their system. For example, they specify that

all instances of Sesame’s PCon type must remain encapsu-

lated, or that data placed on RedLeaf’s shared heap must

not be interior mutated. Systems reuse this specification for

all extensions, e.g., via a build script that runs Sniffer when

compiling an extension. They may also provide extension

developers with instructions to annotate specific top-level

functions to use as entry points for analysis, e.g., the defini-

tions of the subsystem interface in RedLeaf.

Next, extension developers run Sniffer over their exten-

sion. Sniffer flags call chains that lead to potential violations

of the invariant specification. In our examples, Sniffer flags

the invocation of the serialize_any macro as leading to

a call to mem::transmute with a PCon argument, and the

call in the scheduler subsystem to RefCell::borrow_mut,
which invokes UnsafeCell::get.

Finally, extension developers audit each flagged location

and call chain. If the developers confirm it is a genuine viola-

tion of the system invariant, they revise their code to avoid it.

Otherwise, they exempt the flagged code, e.g., if the reported

flow is spurious or the code is benign in context.

Implementation. Sniffer is a compiler plugin; it performs

analysis on the mid-level intermediate representation (MIR)

that the Rust compiler generates. The first step in a Sniffer

analysis pass is to construct a monomorphized call graph
(MCG) of the input extension and its dependency tree. The

MCG instantiates generic functions and it soundly over-

approximates dynamic dispatch. To build the MCG, Sniffer

extends the Rust compiler’s built-in reachability analysis to

record, at each call site, the metadata needed to soundly re-

solve dynamic dispatch, e.g., the trait and method signatures

of dyn calls, and the function signatures of function pointers.

Sniffer then searches the MCG for possible violations of

the invariant specification. Sniffer walks each reachable func-

tion bodywith a customMIR visitor that encodes the patterns

of unsafe code that are property-violating. To filter the anal-

ysis results with additional system-specific context, Sniffer

can inspect the type of the arguments passed to the flagged

operation, and limit its results to the call graphs rooted at

developer-annotated entry points.

Sniffer is sound: any reachable code that actually violates

the property is flagged. However, Sniffer may also flag code

that does not violate the property (a false positive) due to
either the MCG’s over-approximation of dynamic dispatch

or the heuristic nature of the per-property patterns, e.g.,

mem::transmute on a PCon that does not result in a leak.

Future Work. Our prototype supports annotating types

and top-level functions with the incidental properties that

should apply to them. Future work on Sniffer will support

more expressive annotation patterns, e.g., specific variables

or all implementations of a particular trait, and integrate

information flow analysis at the granularity of variables [11].

This would provide system developers more control over

the analysis of extension code, and enable Sniffer to filter

out additional false positives, e.g., by differentiating between

a RefCell that is internal to a RedLeaf subsystem versus

passed to the subsystem via the shared heap.

5.1 Preliminary Evaluation
We evaluate our prototype invariant-auditing system with

respect to three questions: (Q1)Does Sniffer detect guarantee-
breaking code? (Q2) How much effort does Sniffer impose

on extension developers? (Q3) How effectively does Snif-

fer’s design reduce false positives compared to existing au-

diting approaches? A good result for Sniffer would flag the

guarantee-breaking code in our examples with only a modest

audit burden (i.e., false positives) for the extension developer.

Setup. We apply Sniffer to Sesame’s full WebSubmit home-

work submission endpoint, modified with the call to the log-

ging library described in §3. The RedLeaf code base is incom-

patible with the Rust compiler versions Sniffer supports, so

we extract small compatible excerpts from our RedLeaf sched-

uler case study and apply Sniffer to them. These excerpts

place a RefCell on the shared heap directly and nested in

other structs, and mutate it directly, in transitive helpers,

and after storing and retrieving from collections.
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Q1: Detection. Sniffer successfully detects both guarantee-

breaking code examples: the mem::transmute call inside the
logging library that leaks PCon-protected data in Sesame,

and the UnsafeCell::get that allows interior mutation of

shared-heap data in RedLeaf.

Q2: Developer Burden. We focus on the Sesame case

study.
2
Sniffer flags twelve calls as potential violations. One

is the genuine encapsulation-breaking transmute described

in §3, which occurs inside a macro expansion at the interface

of the remote type with serde. A developer would likely

miss this in an unguided, manual audit, unless they explicitly

instructed their IDE or the compiler to expand all macros.

The remaining eleven are false positives. Five involve pointer

arithmetic, but are harmless in context, e.g., iterators that

use pointer arithmetic to advance through elements of a

Vec<PCon>. The other six false positives are due to over-

approximation of dynamic dispatch in Sniffer’s call graph.

To dismiss them, the developer can confirm that no PCon
object is ever passed to the flagged function via a mechanical

check on the call site.

Q3: Design Effectiveness. To evaluate the impact of

Sniffer’s design choices, we implement two simpler alter-

natives and compare false-positive rates. A purely syntactic

approach [9, 10] that flags any unsafe block in the code base

or its dependencies flags 33,735 regions for Sesame’sWebSub-

mit application. Only counting unsafe code that is reachable
from this endpoint yields 9,982 regions. Combining reachabil-

ity with Sniffer’s invariant-targeted analysis, e.g., only flows

from a PCon to pointer arithmetic and mem::transmute, fur-
ther reduces this to twelve regions. This validates that Snif-

fer’s invariant-targeting design reduces false positives com-

pared to syntactic and reachability-only baselines.

We also compare to cargo-scan [47], an interactive au-

diting tool that identifies potentially dangerous code (e.g.,

unsafe operations and system calls) as effects and tracks

them across crate boundaries. It reports a total of 43,761

items to audit when we applied it to each dependency indi-

vidually. Its more precise “cross-package audit” mode cannot

be meaningfully compared to Sniffer: its AST-level call graph

approximation is unsound as it does not resolve trait imple-

mentations and dynamic dispatch into other crates.

6 Discussion

Complementary Mechanisms. In the adversarial threat

model (§4), the system itself must check the extensions be-

fore loading them, e.g., as in NetBricks [36] and Boucher et

al. [8]. We envision combining Sniffer with runtime mecha-

nism and formal methods approaches in order to compen-

sate for the absence of a trusted auditor. Sniffer highlights

the select regions that endanger system guarantees, e.g.,

2
Sniffer produces no false positives on the RedLeaf case study, but these

isolated excerpts do not capture the full complexity of a practical subsystem.

twelve rather than 9,982 unsafe blocks in the Sesame ex-

ample (§5.1). Sniffer could guide formal approaches by emit-

ting property-preservation obligations about these individ-

ual unsafe regions or flows, turning whole-extension veri-

fication into a set of local proofs. Sniffer could also employ

runtime mechanisms, e.g., Omniglot-style type checks [42],

software fault isolation, or hardware isolation as a fallback

for specific flows that Sniffer cannot dismiss statically. Snif-

fer could apply the cheapest appropriate mechanism based

on the property specification and the flagged region. For

example, Sniffer could instrument a runtime check before a

flagged transmute to reject calls only when the argument

contains a PCon, or use MPK [19] to protect shared-heap data

in RedLeaf as read-only for non-owner extensions, trapping

flagged UnsafeCell::get calls.

Beyond Incidental Properties. The incidental nature of

the properties systems rely on and its consequences for Rust-

based systems is an instance of a broader issue: namely, what

invariants are reasonable to rely on for achieving sound-

ness [18] and beyond. This is an active discussion in the

Rust community under many names (e.g., “language” and

“library” invariants [22]). Future work could adopt Sniffer-

like approaches to identify violations of such invariants, e.g.,

safety invariants for custom types [23], or to even high-

level application invariants such as panic freedom. Current

approaches to panic freedom rely on either syntactic reason-

ing [44] or complex formal verification techniques [12, 31].

Sniffer can provide a middle ground that considers semantic

information but requires less effort to set up and use.

7 Conclusion
There is a serious mismatch between the properties that

Rust-based systems assume hold in sound Rust code, and the

reality that Rust code often violates these incidental prop-
erties. We define more precise vocabulary to describe the

property-preservation requirements of a system, and we

demonstrate how a sound extension that fails to meet these

requirements will violate system guarantees. We propose

static analysis tooling to aid invariant-targeted auditing as

a flexible, expressive means to maintain the guarantees of

Rust-based systems in the presence of unsafe code.
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